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Corporate IT Security Best Practices™ 
 
Course Duration: 2 days including practical sessions 
 
Target Audience 

• This training course is designed for managers responsible for IT, HR or Finance to have 
an overview of the role and importance of IT security in corporations.  

  
Learning Benefits 

• Understand the role of IT security as a business driver for corporations; 
• Understand the best practices of IT security in areas such as security standards, 

fundamentals of information security, and security threat management; and  
• Planning and implementing a corporate IT security program 

      
Course Content 
Day 1  

• Introduction to Information Security Concepts 
• Overview of Current IT Security Threats 
• IT Security Defense Strategies 
• Global Security Standards  
• Formal IT Security Planning (People & Tools) 
• Role and Importance of In-House Security Training Program 
• Exercise A: Preparing An Information Security Awareness Brief to Senior Management  

  
Day 2  

• Introduction to Corporate Governance 
• Corporate Risk Mitigation Strategies (Incident Response, Business Continuity, & 

Disaster Recovery) 
• Data Privacy  
• Overview of Cyber Laws & Ethics  
• Exercise B: Conducting An In-House Security Assessment  

  
Training Methodology 

• Classroom based lecture with practice sessions 
• Each student is encouraged to review their corporate policy first, if possible, and to bring 

one sample (hard and soft copy) with the appropriate names deleted for class discussion 
and their own exercises. 

 
Certification 

• Certificate of attendance would be given for 80% of class attendance and participation. 
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