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CompTIA Security+
(Network Security)

Course Duration: 3 days (includes hands-on practical lab sessions)
Target Audience

= Designed for individuals interested in understanding network security.
» For IT administrators, managers responsible for corporate IT security, and those preparing a
career in network security as a foundation course.

Course Content

= Security Overview

* Authentication

= Attacks and Malicious Code

= Remote Access

=  Email

=  Web Security

= Directory and File Transfer Services

=  Wireless and Instant Messaging

= Devices

* Media and Medium

= Network Security Topologies

* Intrusion Detection

= Security Baselines

= Cryptography

= Physical Security

» Disaster Recovery and Business Continuity
= Computer Forensics and Advanced Topics

Training Methodology

= Classroom based lecture and hands-on Lab sessions

» Provides numerous screenshots and diagrams that illustrate important utilities and concepts.

» Features extensive learning tools, including review questions, hands-on projects, and case
projects at the end of each chapter, allowing users to practice skills as they are learned.

Certification

This course prepares individuals for the following:
= Comptia’s Security+ Certification Exam
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